WHAT IS CLAIMED IS: 

1, Peripheral egxiipment connected to a network 
^d. managed by a directory server on said network, 
comprising : 

decrypt i-ng means for decrypting an access ticket 
of said peripheral ec[aipment included in a job received 
from an information processing apparatus on saxd 

network ; and 

control means for limiting execution of said Job 
based on decryption results of said decrypting means. 

2. The peripheral equipment according to claim 1, 
wherein said control means does not execute said job in 
the case where it is determined by said decrypting 
means that said access ticket is not valid* 

3. The peripheral equipment according to claim 1, 
wherein said control means obtains^ from said directory 
server, limit information on said Job corresponding to 
the information decrypted by said decrypting means and 
limits execution of said Job based on the limit 
information . 

4. The peripheral equipment according to claim 3^ 
Wherein said Job is a print Job, and said limit 
information is information indicating the permitted 
number of prints * 



5, Pex-ipb-er-al equipment connected to a network 
and managed tiy a dxrectoxy server on saxd network, 
comprising: 

receiving means for receiving a control cornmand 
£or a job from an information processing apparatus on 
said network; 

decrypting means for decrypting an access ticket 
o£ said periplieral equipment incinded in said control 
command; and 

control means for limiting execution of said 
control command based on decryption results of said 
decrypting means. 

6* Tiie periplieral equipment according to claim 5, 
wherein said control means does not execute said 
control command in the case where it is determined by 
said decrypting means that said access ticket is not 
valid. 

7 * Th.e peripheral equipment according to claim 5 , 
wherein, in the case where said control command is one 
for displaying a list of jobs, said control means 
changes a display form of the list based on the 
decryption results of said decrypting means* 

8. The peripheral equipment according to claim 5, 
further comprising; 



second tiecrypting means £or decrypting tlie access 
ticket of sa^xd periplieral equipment included in ttie 
job, and wlierein: 

in ttie case wlxere said contxroi command is one for 
deleting a specified Job, said control means determines 
wb-etlier or not tb.e 30b can be deleted based on tne 
decryption results of said deczrypting means and the 
decryption results of said second decrypting means . 

9 . Peripheral equipment connected to a network 
and managed by a direct oiry server on said network, 
comprising : 

obtaining means for logging in to said directory 
server based on information inputted from an operation 
panel and obtaining an access ticket of said peripheral 
equipment corresponding to the inputted information 
from said directory server; 

inputting means for, after obtaining said access 
ticket, inputiting a control coiranand for the 30b from 
said operation panel? 

decrypting means for decrypting said access 
ticket; and 

control means for limiting execution of said 
control command based on decafyption results of said 
decrypting means • 

10 . The peripheral equipment according to claim 
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9, wherein said control means does not execute said 
cont:col command in tHe case where it is deterxninea by 
said decrypting means that said access ticket is not 
valid- 

11. The peripheral equipment according to claim 
9, whe:cein, in the case where said control corauand is 
one for displaying a list o£ Jobs, said control means 
changes a display form of the list based on the 
decryption results of said decr3rpting means. 

12. The peripheral equipment according to claim 
9, further comprising: 

second decrypting means for decrypting the access 
ticket of said peripheral equipment included in the 
job, and wherein: 

in the case where said control command is one for 
deleting a specified job, said control means determines 
whether or not the 30b can be deleted based on the 
decryption results of said decrypting means and the 
decryption results of said second decrypting means. 

13. A copier connected to a network and managed 
by a directory server on said network, comprising: 

operating means for inputting user information in 
order to log in to said directory server and dojcecting 
a copy job to start; 



obtaining means for logging in to said, cLirectory 
sexier and then obtaining management inf o^^mation 
corresponding to said user- in:fonnation from said 
directory server; and 

control means for limiting execution of said copy 
jol:> based on said management information- 

14. The copier accordijag to claim 13, wtierein, on 
logging in from a client computer on said networlc to 
said directory server, said user information is 
inputted to said client computer. 

15- Th.e copier according to claim 13, wUeirein 
said management information includes tlie permitted 
number of prints. 

16* Tlie copier according to claim 13, wlierein 
said management information includes ttxe acciomulated 
number of prints. 

17. Tbe copier according to claim 13, further 
comprising; 

renewing means for renewing management information 
managed by said directory server corresponding to said 
user information according to execution results of said 
copy Job* 
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18. A directory seirver for managing network, users 
and resources on a network, comprising: 

managing means for managing majaagement Information 
on tlie number of copies for each, network user; 
5 control means foi: sending to said copier said, 

management information corresponding to user 
ijaf ormation ot>tal:ned on logging in according to a login 
from the copier connected to said network, 

10 19. Tlie dix-ectory server according to claim 18, 

furttier comprising r 

renewing means for renewing tlie management 
information on eaclx network user according to 
information from said copier. 

15 

20. A control metliod of peripheral equipment 
connected to a network and managed by a dixrectory 
server on said network^ comprising: 

a decrypting step for decrypting an access ticket 
20 of said periplieral equipment included in a job received 
from an information processing apparatus on said 
network; and 

a control step for limiting execution of said job 
based on decryption results of said decrypting step. 



25 



21* Tlie control metliod of peripberaX equipment 
according to claim 20, wherein said control -step does 
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not execute said job in the case wtioi^^e xt is determined 
by said decrypting step tliat said access ticket is not 
valid - 



5 22. Th-e contxol metliod of periptierai equipment 

according to claim 20, wherein said control step 
obtains, from said directory servex-, limit information 

% on said job cojrxresponding to tbe information decrypted 

by said decrypting step and limits execution of said 

4" 10 job based on the limit Information, 

23. Tbe contzrol metbod o£ tiie peripberal 

B equipment according to claim 22, wherein said job is a 

fU print job and said limit information is information 

in"* 

15 indicating tbe permitted number of prints. 

24. A control metliod of peripberal equipment 
connected to a networlc and managed by a directory 
server on said network, comprising i 

20 a receiving step for receiving a control command 

for a job from an information processing apparatus on 
said network; 

a decrypting step for decrypting an access ticket 
of said peripberal equipment included in said control 
25 command; and 

a control step for limiting e^cecution of said 
control command based on decryption results of said 
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decrypting step. 

25* The control metliod of tiie periplieral 
equipment according to claiia 24, wlierein said control 
step does not e3£ecute said control command in the ca.se 
whore it is determined t»y .said decrypting step that 
said access ticket is not valid. 

26 - The control method of the peripheral 
eijuipment according to claim 24, wherein, in the case 
where said control coiranand is one for displaying a list 
of jobs, said control step changes a display form of 
the list based on the decryption results of said 
decrypting step , 

27- The control method of the peripheral 
^^ipni^iit^ according to claim 24 , further comprisAngi 

second decrypting step for decrypting the access 
ticKet of saxd peripheral eqiaipinent included in. the 
job, and wherein: 

in the case where said control command is one for 
deleting a specified job, said control step determines 
whether or not the job can be deleted based on the 
decryption results of said decrypting step and the 
decryption results of said second decrypting step. 



28* A control method of peripheral equipment 
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connected tio a rtetworfc and managed l^y a dxx-ecto^cy 
server on said network, comprisxng? 

an obtaining step for logging in to said directory 
server based on information inputted from an operation 
panel and obtaining an access ticKet of said peripberal 
eqiaipment corresponding tp tlie inputted information 
from said directory server; 

an inputting step for, after obtaining said access 
ticlcet. inputting a control command for the job from 
said operation panel? 

a decrypting step for decrypting said access 
tic3cet ; and 

a control step for limiting execution of said 
control command based on decryption results of said 
decrypting step. 

29 . Tlie control metliod of tlie peoripiiearal 
equipment according to claim 28 ^ wherein said control 
step does not execute said control coimnand in tlie case 
wliere it is determined by said decrypting step tliat 
said access ticket is not valid. 

30, The control metbod of tbe peripberal 
equipment according to claim 28, wberein^ in tlie case 
wbere said control command is one for displaying a list 
of jobs, said control step clianges a display form of 
tlie list based on tlie decryption results of said 
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d.ec3ryptin5 step. 

31. The oontrol method of ttie peripHerSLl 
equipment according to cXa±ta 28, furtlier oompirisiiig: 

a second decxYptlng step foir decxypting tlie access 
ticlcet of saxd periplieraX , equipment included in tiie 
Job, and wlxer-eint 

in tlie case wiieire said controi command is one for 
deleting a specified job, saxd contr-ol step detexrnines 
whettier or not tlie Job can be deleted based on tiie 
decxyption ^results of said decorypting step and tne 
decryption results of said second decrypting step. 

32 - A control metliod of a copier connected to a 
network and managed by a directory server on said 
network, comprising 3 

an operating step :6or inputting user information 
in order to log in to said directory server and 
directing a copy 30b to start; 

an obtaining step for logging in to said directory 
server and tlien obtaining management information 
corresponding to said user information from said 
directory server? and 

a control step for limiting eatecution of said copy 
30b based on said management information. 

33* Til© control metiiod of tlie copier according to 
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claajm 32^ wiierexn, on logging ±n from a client Gompul:er 
on sa-id network to saia directory server, ss-id. user 
information is inputted to said client computer* 

34, Tlie control mettxod of the copier according to 
claim 32, wtierein said management infoarmation includes 
the permitted number of prints • 



35. Ttie control method of the copier according to 

O'l 

,p 10 claim 32., wherein said management information includes 
the accumulated number of prints. 



36 - 1?he control method of the copier according to 
claim 32, further comprising; 
15 renewing step for renewing management information 

managed by said directory server corresponding to said 
user information according to execution results of said 
copy job* 



20 37- A computer program executed on a computer of 

peripheral equipment connected to a network and managed 
by a directory server on said networ3c^ comprising; 

a decrypting step for decrypting an access ticlcet 
of said peripheral equipment included in a job received 

25 from an information processing apparatus on said 
network; and 

a control step for limiting execution of said job 
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based on decxryptxon restilts of said decrypting step* 

38, A computer-jreadable storage medium storing a 
comptater program according to claim 37. 

39 ♦ A computer program executed on a computer o£ 
peripheral equipment connected to a networlc and managed, 
by a directory server on said network, comprising: 

a receiving step for receiving a control command 
for a job from an information processing apparatus on 
said network; 

a decrypting step for decrypting an access ticket 
of said peripheral equipment included in said control 
command; and 

a control step for limiting execution of said 
control command based on decryption results of said 
decxryptlng step* 

40 , A computer -readable storage medium storing a 
20 computer program according to claim 39* 

41 _ A computer program executed on a computer of 
peripheral eqiiipment connected to a network and managed 
by a directory server on said network, comprising? 
25 an obtaining step for logging in to said directory 

server based on information inputted from an operation 
panel and obtaining an access ticket of said peripheral 
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equipment: conresponding to the inputted iiif oinnation 
from said diirectojrf seorveirr 

an inputting step for, after obtaining said access 
ticket, inputting a control command for tlie job from 
5 said operation panel; 

a decrypting step- for decrypt ixig said access 
ticket r and 

a control step for lijniting execution of saJ-d 
control command based on decryption results of said 
10 decrypting step. 

42 . A computer -^readable storage medium storing a 
computer program according to claim 41. 

15 43* A computer program executed on a computer of. 

a copier connected to a networlc and managed by a 

directory sex^rer on said networJc, comprising r 

an operating step for dlnputting user information 

in order to log in to said directory^ sei^ver and 
20 directing a copy job to start; 

an obtaining step for logging in to said directory 

server and tlien obtaining management information 

corresponding to said user information from said 

directory server; and 
25 a control step for limiting e>cecution of said copy 

Job based on said management information* 



- 84 - 



44. A computer-readable storage medium storing 
computer program according to claim 43. 



